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 Instructions: 

1. All questions are compulsory unless and otherwise stated. 

2. Bold figures to the right of every question are the maximum marks for that question. 

3. Candidates are advised to attempt questions in order. 

4. Answers written illegibly are likely to be marked zero. 

5. Use of scientific calculators, Log tables, Mollier Charts is allowed. 

6. Draw neat and labelled diagrams wherever necessary. 

Q.1.  Fill in the blanks.  (5) 

 1. ______ are privately owned networks within a single building or campus of up to a 

few kilometers range in distance. 
 

 a) LAN b) MAN  

 c) WLAN d) WAN  

 2. Individuals with extraordinary computing skill restoring to malicious or destructive 

activities are known as ______ or Black Hat Hacker’s. 
 

 a) Crackers b) White hat hacker  

 c) Ethical Hackers d) Gray hat hacker  

 3. An assault on system security that derives from an intelligent ______.  

 a) Threat b) Vulnerability  

 c) Attack d) Exploit  

 4. ______ protocol is used to send email.  

 a) SMTP b) POP3  

 c) HTTP d) Telnet  

 5. ______ Spoofing is said to have occurred when a DNS entry points to another IP 

instead of the legitimate IP address. 
 

 a) DNS b) IP  

 c) port d) Proxy  

   

Q.2. State True/False.  (5) 

 1. WAN, spans a large geographical area often a country or a continent.  

 2. Ethical Hacker tries to scan the system / Network / Website like Crackers so that 

they can secure it in the better way. 
 

 3. MAN is basically larger version of LAN and normally uses similar technology.  

 4. Web services are services that help make your own web surfing anonymous.  

 5. Whois is a program to query Internet domain name servers.  

   

Q.3.    Answer the following.  (Solve any 5) (10) 

 1. Define the following types of Network Configuration; a) Peer to peer network   b) 

client/ server network 
 

 2. Define the following terms; a) Network ID    b) Host ID   

 3. Define the following term; a) IDS   b) NIDS  

 4. Define the term Asymmetric-key cryptography.  

 5. What do you mean by Active Stack fingerprinting?  

 6. Differentiate between Physical port & virtual port.  
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Q. 4. Answer the following in detail.  (Solve any 6) (30) 

 1. Define the following term with examples;  

a) Virus   b) Worm    c) Trojan horse    d) adware    e) spyware 
 

 2. Define Non-technical attack? Explain any three non-technical attacks with suitable 

examples. 
 

 3. Explain the different stages involved in Reverse Engineering.  

 4. Explain the criteria to be followed while creating strong password creating policy.  

 5. Explain any five types of attacks used by hackers.  

 6. Write a short note on “Social Engineering”.  

 7. Explain the advantages of Honeypots.  

   

Q. 5. Answer the following in detail. (Solve any 1) (10) 

 1. Explain in details OSI reference model.  

 2. Explain any five Network hardware components or devices.  

__________________ 


